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Law enforcement and the military: Traditional 

customers, new technologies 
 

Traditionally, the biggest customers for biometric 

technologies have been government agencies — and 

in the United States, the military and law enforcement 

are no exception. 

The U.S. military has put biometric technology at the 

heart of its counter-terrorism efforts since September 

11, the Pentagon!s Don Salo told Connect:ID. 

“Anonymity is the terrorist!s greatest weapon,” said Mr. 

Salo, director of the Defense Forensics and Biometrics 

Agency. “Identity technologies deprive the enemy of 

the anonymity he seeks.” 

In Afghanistan, U.S. forces routinely enroll detained 

Taliban fighters and other suspected insurgents in a 

biometric database using fingerprints, face and iris 

scans, Mr. Salo said. 

Biometric technologies are especially useful in a 

country like Afghanistan where there are no secure 

identity documents for the population at large. 

 

 

Mr. Salo said U.S. “identity superiority” has paid off in 

theater by preventing so-called green-on-blue attacks, 

where insurgents infiltrate local forces and then open 

fire on their U.S. allies. 

Applicants for Afghan national police and military 

forces are screened against the database of insurgent 

biometrics collected by U.S. personnel. 

“The enrollments we!ve carried out in Afghanistan have 

been successful in stopping bad guys before they can 

be recruited,” he said. 

A larger set of threats 
 

Terrorism and insurgency are only a two of a larger set 

of “asymmetric threats” that are facilitated by 

anonymity and the ability to travel on forged or 

fraudulent documents, added Rick “Ozzie” Nelson, 

vice-president for business development of Cross 

Match Technologies, one of the conference sponsors.  

Compared to conventional military operations, “You 

don!t need a lot of force to apprehend a terrorist” or a 

proliferator, said Mr. Nelson, a former military officer 

who served at the National Security Council and the 

National Counterterrorism Center. 

“What you need is information, intelligence … you 

need to know who they are.” 

Given the enormous superiority of U.S. conventional 

forces, “even peer adversaries are going to start using 

asymmetric techniques,” Mr. Nelson said. 

The United States spends as much on its military as 

the next 13 biggest spenders all put together, he 

added. 
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“If you want international power, you cannot get it by 

building up your military, it!s too expensive,” he 

concluded of nations that might want to challenge U.S. 

hegemony. 

The resource challenge 

 
Even for the U.S. military, resource constraints are 

going to be a challenge, acknowledged Mr. Salo. Much 

of the funding for biometric technology was in special 

war spending bills, which are winding down now along 

with the U.S. presence in Afghanistan. 

But he added the U.S. military, and in particular 

Special Operations Command, SOCOM, would 

continue to use biometrics in a wide variety of 

missions. 

“We!re still going to see special operators working all 

around the world and they!re going to be doing 

collections” of biometric data from those suspected of 

terrorist affiliations, he said in a brief interview after his 

presentation. 

“Any time they find people who are suspicious or who 

are somewhere they shouldn!t be,” they will be 

enrolled, he added. 

Off-the-shelf, on the streets 

 
Biometrics is useful in operations ranging from force 

protection — vetting local contractors, for instance — 

to humanitarian assistance, where it can be used to 

ensure the integrity of aid distribution.  

“We!re always going to be looking for newer, faster, 

lighter, more accurate” technology, he said.  

He predicted that there would be more use of off-the-

shelf products in the future. 

 

“Government bureaucracy doesn!t always move at 

breakneck speed,” he said, noting that it generally took 

five years for the Defense Department to launch a 

program of record and get to the point of actually 

deploying the technology. By that time, it could easily 

be obsolete. 

But commercial technology has its limits, noted Kevin 

Lothridge, CEO of the National Forensic Science 

Technology Center. The center is a not-for-profit 

corporation that provides forensic technology 

assessment and research to the criminal justice 

community.  

“We!ve spent 12 years looking at these technologies 

and figuring out what works and what doesn!t,” he said. 

“When it comes to COTS,” he said, “I would love to see 

a digital camera that had a [pre-set] fingerprint capture 

setting.  

“You have settings for your dog running or fireworks,” 

he joked. But the issue is a serious one, as he 

acknowledged. To be loadable into IAFIS or any other 

fingerprint database, a digital image has tom meet 

certain standards, not always easily maintained with 

commercial equipment. 

A century of biometric collection 

 
When it comes to the deployment of biometric 

technology, one agency is the grandaddy of them all. 

“The FBI has been in the biometric business nearly a 

century,” said bureau Senior Technologist James 

Loudermilk. 

The FBI!s Information Division was established by act 

of Congress in 1921 and set up in 1924, according to 

the bureau!s website. It was designed to act as a 

national repository of law enforcement fingerprint 

records. 
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Its present day successor, the Integrated Automated 

Fingerprint Identification System, or IAFIS, was built for 

the FBI by Lockheed Martin and came online in 1999. 

IAFIS holds fingerprints and criminal histories for more 

than 70 million subjects, making it the largest criminal 

fingerprint database in the world. 

IAFIS processed more than 62 million fingerprint 

queries last year, according to the FBI; and on one day 

in April 2010 successfully completed nearly 300,000 

queries within 24 hours — the highest daily rate to 

date. 

Lockheed Martin is currently finishing a multi-year 

program to build out a successor to IAFIS for the 

bureau. Next Generation Identification (NGI) is a new, 

multi-modal biometric data repository that will be 

completed this year, Mr. Loudermilk said. 

As of last fall, NGI already had a searchable dataset of 

more than 17 million facial images “lawfully collected 

incident to arrest,” Mr. Loudermilk said. When NGI is 

fully online, law enforcement agencies nationwide will 

be able to carry out an automated facial recognition 

search to compare photos of unidentified suspects and 

produce a "candidate list" of possible matches, along 

with their names, dates of birth and other data, the 

bureau's website says. 

But that dataset is just a fraction of the 160 million 

facial images that Mr. Loudermilk estimates are held 

collectively by thousands of state and local police 

forces and correctional agencies nationwide, he said.  

According to the FBI website, NGI will make it much 

easier for state and local police forces to load 

mugshots and other photos, including in bulk, to the 

database — making it a more powerful investigative 

tool.  

“Pursuant to an authorized investigation,” Mr. 

Loudermilk noted, FBI agents can also access for 

automated facial comparison searches other 

government databases, including many state driver 

licensing authorities, that collectively hold 270 million 

facial images. 

Speak, and be known 

 
According to the FBI website, NGI is a multi-modal 

database designed to be be expandable to incorporate 

new technologies and new standards, and Mr. 

Loudermilk addressed a number of other biometric 

modalities in his presentation. 

He noted research by scientists in Madrid aiming at 

identifying human by their body odor. Dogs use scent 

as a biometric identifier and that skill has been 

employed by law enforcement since the 1850!s, he 

said. 

NGI is designed to accept photographs of scars, marks 

and tattoos into a searchable database, the FBI 

website says. 

Tattoos, with their “growing use among young people, 

will be a lucrative source of identity information,” said 

Mr. Loudermilk. 

He called voice identification one of the oldest 

automated biometrics. 

“There are professional and academic papers about 

this going back to the 1940s, if you know where to 

look,” he said, but the science has come a long way 

since. 

“A tremendous amount is being done with speech 

today and it!s very important,” he said. 

This point was underlined in a presentation by 

Anastasia Pavlovic, technical project manager for 

Agnitio Corp., about voice biometrics for law 

enforcement. 
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Voice identification is based on the underlying 

physiological characteristics of the speaker!s voice 

tract, she said, not an any behavioral characteristics 

like accent or emotion — so it will not matter if the 

subject is under stress or attempting to disguise their 

voice.  

The technology is even language independent, Ms. 

Pavlovic explained, meaning voice print samples could 

be obtained in one language and matched with the 

speaker talking a different language. 

Ms. Pavlovic stressed the ease and ubiquity of 

collection for voice print matches, which can be done 

with recordings made with microphones, landlines and 

cellular phones, and even over the Internet.   

More and more faces 

 
Ubiquitous collection was highlighted by another 

presenter as the driving force behind the deployment of 

facial recognition technologies by law enforcement 

agencies. 

“There are more and more cameras everywhere,” said 

Mark Branchflower, head of Interpol!s fingerprint unit, 

citing the increasing prevalence of surveillance 

cameras and phone-cams. “We have more and more 

facial images.” 

He told the conference about a new facial recognition 

database Interpol is building with the help of private 

sector partner Morpho. By the end of the year, all 190 

member nations of Interpol will be able to access it, he 

said. 

“Without this partnership, we!d really be struggling with 

the financing,” he said. 

The challenge is to populate the database, since that 

relies on Interpol member nations to provide facial 

images. About 150,000 images have been contributed 

so far, Mr. Branchflower said, although he added that 

number might fall as images were purged due to 

quality issues. 

“It!s still in its infancy,” he said of the database, and like 

all Interpol services was provided free of charge to 

member nations 

Like Interpol!s list of 50 million lost and stolen 

passports, the facial recognition dataset will become 

more useful as more and more nations participate, he 

said.  

And it!s not just national and international police 

agencies that are on the cutting edge of biometric 

technology deployment, as attendees learned from 

Maj. Sean Jowell, commander of the Support Services 

Bureau for the Pinellas County Sheriff!s Office in 

Florida. 

Pinellas County, with fewer than a million residents, is 

the most densely populated and one of the smallest 

counties in the state, Maj. Jowell said.  

Since 2001, the sheriff!s office there has operated the 

Face Analysis Comparison Examination System, or 

FACES, which enables computerized biometric 

comparison of photos of suspected or arrested persons 

with a growing dataset of images from law enforcement 

agencies all over the state. 

FACES currently has over 10 million images from 

participating police forces and correction departments; 

and authorized, trained users of the system can also 

query Florida!s driver license database of 17.8 million 

photos. 

Like the Interpol databases, FACES grows more useful 

the more agencies that participate and add their 

dataset of mugshots and names to the system. And in 

Florida, just like at Interpol in Lyons, France or the 

Pentagon in Arlington, Va., ubiquity counts. 

“Face is the most collected biometric there is,” Maj. 

Jowell said. 

    


